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QUASIGROUPS AND HASH FUNCTIONS
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Abstract. In this paper we consider two quasigroup transformations QM1 :
A% 5 AP and QM2 : A™ — A?™, where A is the carrier of a quasi-

group. Based on these transformations we show that different kinds of

hash functions can be designed with suitable security.

1. PRELIMINARIES

Hash functions are a special kind of (public) functions which are used in cryp-
tography for different cryptographic purposes, like signature schemes, message
authentication codes, etc. From an input message of arbitrary length, they
produce an output message digest of a specified size (M bytes). The obtained
message digest can be used for signing large documents, for checking the va-
lidity of packages sent over insecure networks and so on.

message T arbitrary length
l
message digest 2z = h(x) M bytes
l
signature y = sigi(z) NM bytes

The hash functions can be classified into two classes ([7]): the class of a weakly
collision-free and the class of strongly collision-free hash functions. A hash
function f is weakly collision-free if, for a given message z, it is computation-
ally infeasible to find a message y # = such that f(y) = f(x), and it is strongly
collision-free if it is computationally infeasible to find messages y and x such
that y # x and f(y) = f(x). Clearly, each strongly collision-free hash func-
tion is weakly collision-free, too. There are several methods for construction
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of hash functions. Here, we propose some ideas how to use a quasigroup in
order to construct hash functions.

In what follows we will work with the ASCII alphabet A = {0,1,...,255} and
we denote by AT = {z1xo... 21 |7; € A,k > 1} the set of all finite strings over
A, considered as messages. (Further on, we will consider the elements of A* as
strings of length k). We denote by M > 1, a fixed positive integer such that
M is the length of message digests in bytes (for application purposes usually
M > 64). Then a hash function is a mapping f : AT — AM with suitable
properties in order to prevent various forgeries.

The quasigroup enciphering method is defined as follows. Recall that a quasi-
group (Q,*) is a groupoid having Caley scheme main body that is a Latin
square. Let * be a quasigroup operation on the set A. For a fixed letter [ € A,
called leader, we define a transformation d; : AT — AT as follows:

y1 = l*xx
di(x1z9...2p) = .. <— .

W(T1T2 .. Tn) = Y1Y2.- - Yn {yz — w gy km i=2....m
where z;, y; € A, n > 1. Using leaders /; and the transformations dj,, i =
1,2,...,k, we define a transformation Dy, 4, : AT — A" as a composition
of the transformations d;,, i.e.

Dyiy.1, =dyyodyy, 0 0dj,.

Proposition 1 [4] For fized leaders li,la, ... 1, the mapping Dy, 1, is a
bijection from AT onto AT.

Proposition 2 [5] Let & = a1az...an, € A" and 3 = Dy,y,..1, (a0), for some
fized leaders l1,lo, ... ,l,. Then the distribution of substrings of B of length t,
for each fixed t, converge to uniform distribution for enough large k and n.

As consequence of Proposition 1 and Proposition 2 we have that the transfor-
mation Dy, ;, can be used for cryptography purposes.

Given b; € Aand a € A, it follows that the equation dy, (21 ... xi—1aZiy1 ... Tp)

= b1 ...b, has unique solutions zg, 1, ..., %1, Tit1,---,Tn € A. Namely, we
have
by =x0*x1, ..., b1 =2 2%wi-1, b =x;_1%a,
biy1 =axxip1, biro =Tip1 *Tiye, ..., by = Tp1 ¥ Tp.

That implies at first stage unique solutions for ;1 and z;41, after that unique
solutions for z;_5 and z;12, and so on. Thus, we have the following:

Proposition 3 Let dy,(x1...x,) = by ...b,, where by, ..., b, are known, and
X0, X1, ..., Ty are unknown letters of A. If we choose a value (i.e. a fized
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letter of A) for one of the unknown letters x;, the values of the other ones are
uniquely determined.

2. ON THE SECURITY OF QUASIGROUP TRANSFORMATIONS

Quasigroup method 1 (QM1)

Let bin : A — N be a mapping from the set A to N defined by bin(z) = k,
where k is the sum of the digits in the binary presentation of the element
x € A. Further on, we will use the following notation e, defined for each n > 1
as follows:

(1) x10x00 - 0x, = (... ((Tp*Tp_1)*Tp_o)* - *xTa)*x]

Let cica . . . cop be a given string with length 2m. We take an even number 2m
only for technical reasons. We apply the quasigroup transformation Dy, ..
on that string where the leaders ly, (1, ..., and the intermediate values cg-
are defined by the following way. For each i =0,1,2,...,m, let

2m
d; = me(c;) (mod m) +m + 1,
j=1

li=crecye- -0y,

where c?- =¢j, for j =1,2,...,2m, cich...c, = dliil(ciflcé*l . ..cé;j), for
i =1,...,m. It is obvious that m < d; < 2m. Let Dy, 4, (c1...com) =

g1 ---92m. Then we have that the Table 1 is fulfilled.

lo | 1 e Com
T T T
la | e Com
b | " ey .. b,
gL g2 ... G92m
Table 1

According to the definition of the quasigroup transformation Dy, . ., We can
note that the g; depends on ¢y, co, . . ., com, i.€. g; is a function of ¢1, co, . . ., Com,
foreachi =1,...,2m. Note that each of the leaders I; depends on ¢y, co, . . ., com
as well.
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Let a sequence g ... gom € A?™ be given. We will show that it is computa-
tionally infeasible to find a sequence 7 ...Za, € A®™ such that 1 ...xo, #
cl...com and

(2) Dyy . (T122. .. Zom) = g1 - Gom-

In other words, we try to find mf € A such that a table of the following kind
is fulfilled

!/
lO I T2 . XTo9m
7 T T T
1 xl :1:2 DY x2m
/ m m m
by | 27" x5 Lom
g1 92 - G2m
Table 2
Jj o 01 j—1 0o _ g 0 _ m+1 Jj o q
where z; = x; | * x; (xg = ly, ] = x;, ] =g, Ty = lj)v for
i =12,...2m and j = 1,2,...,m and the leaders [; for j = 0,1,...,m

9y
are determined as previous (as in (3)).

Since ¢ . .. g2m are known (given), by Proposition 3, we have that if anyone
of the unknown I/, 2", 25", ..., 23! obtains some value then the values of the
other unknowns are uniquely determined. Thus, it is enough to give a value
of I, and it can be done in 256 different ways. The procedure can continue
upward for the next rows, we can choose a value of I/, _; (and there are 256
different ways for that), then the values of :L'Tl”_l, x;”_l, Ty L are uniquely
determined, and so on until we compute the elements x1, xo, ..., xo,. After
that we have to check if the elements [} are well chosen, i.e. to check if the

following equalities are true:

2m
(3) l=x10200 - 014, where d; = me(gcz) (mod m) +m+1
j=1
fori=0,1,...,2m and m; obtained from Table 2.
Here (3) is a resolvent system for checking if leaders are well chosen. In the
worst case, we have to make 256™ %! checks for surely finding x1, xa, ..., Tom
such that (2) is satisfied. We know that x1 = c1,...,Z2,m = com is one solu-

tion, but existence of some other solutions depends on e, i.e depends on the
quasigroup operation x*.



QUASIGROUPS AND HASH FUNCTIONS 5

The conditions (2) and (3) are equivalent and they can be considered in another

equivalent way. Since xfg depends only on x1,...,x2,, we can replace wi in
(3) by expressions in which x1, ..., z2, appear. Then we get a system (3') of

4m + 2 equations with 2m unknowns. If one can solve (3') then the solution
will satisfied (3). Trivially, (3') has a solution (c1,ca, ..., cam), but we need
to find another one. Conversely, if z1,...,x9, satisfy (3), they will satisfy
(3"), too. The system of equations (3') is complex one, and we give a simple
illustration in the next example.

Example Let g1g2g3g4 be given. For 2m = 4 we have a system (3) with 10
equations and 4 unknown variables x1, x9, x3, 24:

( lox(ly*(lp*xx1)) =q1

(I1 * (lo x 1)) * ((lp * z1) * (z1 * 22)) = g2

((lo xx1) * (x1 *xx2)) * ((x1 * z2) * (x2 * x3)) = g3

((z1 * x2) * (w2 * x3)) * (2 * x3) * (x3 *x4)) = g4

do = (bin(z1) + bin(z2) + bin(zs) + bin(z4)) (mod 2) + 3

dy = (bin(ly * z1) + bin(zy * x2) + bin(xg * x3) + bin(zs * 24)) (mod 2) + 3

do = (bin(ly * (Ig * x1)) + bin((lg * 1) * (z1 * T2)) + bin((z1 * T2) * (T2 * x3))+
+bin((z2 * x3) * (z3 * £4))) (mod 2) + 3

li=x10-- 034, 1 =0,1,2

\

Considering the security of a hash function that can be defined by this method,
we state the following hypotheses.

Hypotheses 1 If 2m > 64, then the solution of the system (3') is computa-
tionally infeasible.

Now, we can state that the security of quasigroup transformation is based
on the computational infeasibility to find a solution of systems of quasigroup
equations in a given quasigroup, in which the binary structure of the characters
is involved. Such a system can have unique solution, more than one solution
or do not have any solution at all.

Quasigroup method 2 (QM2)

Let suppose that a1as . . . a, be a given string and a}d}, . .. al, = di(a1az .. . ap),
where | = a1 @ ags @ --- D a,,. Here @ denotes the addition modulo 256. We
consider the string

!/
m

2122 ... Zom = Q10)02aY . . . ama
and define the sequence g1gs . .. gom, on the following way:
9i =2 D (zic1 % %), 1=1,2,...,2m, where zy=1.
We can denote the last operations on a short way as

g192 - .- g2m = 2122 ...22m @dl(zlzg .. .ng).
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Note that 29,41 = a; and 29; = @) = aj—1 *a; for i =1,...,m.
We want to find another sequence y1ys . . . ym(# ajaz . .. a,) such that

G192 - - Gam = Y1YLIY2Ys - - - YmYsm D diy (V1Y1Y2Yh - - - YmYim )

where [1 = y1 B y2 B - - - ® Y. In order to find such a sequence y1ys . . . yn, we
have to solve a system of the following kind:

h=y1®y2@D - Dym
@ (Lixy1) =0
(hxy1) @ (1 * (lh*xy1)) = g2
Y2 © ((lL*y1) *y2) = g3
(Y1 *y2) © (y2 * (Y1 * y2)) = g4
(4) :
(ym—3 * ym—2) @ (ym—Q * (ym—?) * ym—2)) = g2m—4
Ym—1 D ((ym—3 * ym—2) * ym—l) = 92m—3
Ym—2 % Ym-1) D Ym—-1* (Ym—2 * Ym—1)) = Jom—2
Ym D ((Ym—2 * Ym—1) * Ym) = g2m—1
(ymfl * ym) S (ym * (ymfl * ym)) = g2m

We can try to find a solution of the previous system starting from the last
equation. From all 2562 possible pairs (ym,_1,ym) € A%, we have to find all
of them which satisfy the last equation of the system. Given any solution
(Ym—1,Ym) of the last equation, from the equation before the last, we can find
Ym—o on the unique way. The next equation upward is a control equation for
checking if y,—2, Ym—1,ym are well chosen. From the next equation y,,—3 is
uniquely determined, and the equation next upward of it, is a control equation
again and so on. Actually, at first we can consider the subsystem:

Yi ® ((Yi—2 * yi—1) * ¥i) = g2i-1, i=2,3,...m
(5)

(Ym—1%Ym) © (Ym * (Ym—1 * Ym)) = gom
where yp = [ is taken to be the leader in the quasigroup transformation.
Choosing the solution (Ym,—1,¥ym) of the last equation, the other unknowns
Yyi, t=m—2,m—3,...,1,0 are uniquely determined, but we have to check if
they satisfy the following equations:

YW=y1Dy2D - Dym
(6) Y1 D (Yo *xy1) = ¢ ‘
(Yim1 *¥i) ® (yi * (Yim1 * ¥i)) = 92i 1=1,2,...,m

We note that for any given g1, go, ..., gam € A the system (5) has exactly 256
solutions. Namely, if we denote a = (Ym—1 * Ym) and b = Y * (Ym—1 * Ym),
the last equation in the system (5) can be rewritten as a ® b = go,,, and it has
256 solutions (for each of 256 different values of a, the values of b are uniquely
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determined). For obtained values of a = ym,—1 * Yy, and b = y,, * a, we can
compute y,,—1 and y,, from the quasigroup (A, *) on a unique way. After that
y; for i =m—2,...,2,1 are uniquely determined. This means that the system
(5) has exactly 256 solutions. But, each of them has to satisfy m+ 2 equations
in (6). We can choose m enough large such that the possibility to find another
solution of the system (4) different than ajas ... an, is enough small. In other
words, we state the following

Hypotheses 2 If m is large enough, then the system of equations (4) has no
solutions different than the given one.

3. CONCLUSION

We presented two quasigroup methods for transformation of strings of length
2m and of length m, respectively, into strings of length 2m. The security of
these transformations, based on Hypotheses 1 and Hypotheses 2, was consid-
ered too. These transformations can be applied for designing suitable hash
functions in many different ways, and here we mention a few of them.

Let ajaz...a, € A", r > 1. If we apply QM1 and r # 0 (mod 2m), we concate-
nate to aias . ..a, astring 10...0 such that the new string a1as...a,10...0 =
a1a9 . ..0a2mn has the length 2mn for some smallest possible n > 1. Then we
separate the string ajas . .. agm, on n blocks (substrings)

Bi = aom(i—1)4192m(i-1)+2 - - - G2mi, 1 =1,2,...,n,
each of length 2m, and we apply QM1 to everyone of the blocks B;. Let
QML(B;) = g1 - - - Goum-
Now, a hash function H; can be defined by
Hy(ay...ay) =hy... hopy

where
n .
hi=@gl, i=12..2m,
j=1

H; produces message digests of length M = 2m and it is a strongly collision-
free hash function.

The QM2 can be used in the same way as QMI1, but we present another
design. Given message ai...a,, if ¥ < m it can be enlarged to a message
a1as...a;10...0 = ajas...am. So, let r > m. Now, we apply QM2 as
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follows. Let j =7 —m and
QM2(ay...am)=gi...g5,

QM2(g}, 1o - 93m@mt1) =gt - Gom

QM2(g2, 5. 93nami2) =Gt - Gom

. . L -
QMQ(Q;HQ .. .g%mar) = g{+ .. g%;rl
Then we define a hash function Hy by
Hy(ay...a,) = g{“ . .g%';l?

which produces message digests of length 2m.
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